Setting up MFA Authentification
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Step 1

Log in with your primary e-mail address and the password of
your JMU account at https://aka.ms/mysecurityinfo. © maxmuster@uni-wuerzburg.de

Always use Google Chrome or Edge as the browser for setting up Enter Temporary Access Pass

with the YubiKey. esoscsed
Only Google Chrome is supported on Linux and macOS.

Show Temperary Access Pass

Use yous password Instead

If you have already set up a MFA using the Authenticator app,
you can continue as usual. Otherwise, you will need a temporary
access pass, which you can obtain from IT support. Enter the
access pass and confirm with "Log in".

Only for PCs with Bluetooth: *
An optional prompt for Bluetooth activation may appear.
Please select "Other device" and confirm with "Next".

Bluetooth aktivieren?

Darmit sich dein Passkey auf einem anderen Gerat verwenden lasst,
muss Bluetooth aktiviert sein. Du kannst dies jederzeit in den
Einstellungen verwalten.

Anderes Gerdt verwenden Aktivieren | Abbrechen

lhre neue Anmeldemethode
wird eingerichtet

Ihr Gerat offnet ein Fenster, um die Einrichtung Ihres
Sicherheitsschlssels abzuschlieBen.

Legen Sie Ihren SicherheitsschiUssel ein. Berlhren Sie

bei Aufforderung den goldenen Kreis oder die Taste,
sofern auf Inrem Sicherheitsschlissel vorhanden.

— |

Only for Windows 11: ®  \Windows Security x
Select "Security key" as the storage location for the master key

and confirm with "Next". Waihlen Sie aus, wo dieser Hauptschliissel

gespeichert werden soll.

Security key

More choices

S48l iPhone, iPad, or Android device

Security key
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Step 2

Click on "Add login method", select the
"Security key" method and then click on

Segurity key e

Q overview Secu I’Ity InfO
These are the methods you use to sign into your account or reset your password.
o .
< Security info "Add"
Default sign-in method: Microsoft Authenticator - netification Change

2 Devices
-~ = Add sign-in method
4 Password

- Last updated:

Password (&)

E=3 Organizations L] Pasaver & months ago

Step 3
In the next step, select the type

and confirm the following information with "Next".

If necessary, confirm the information from Windows Security
with "OK". When prompted, insert your YubiKey into your
device.

== Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com as
sabine.proksch@uni-wuerzburg.de.

This request comes from the app "chrome.exe” by “Google LLC".

T -

Now set a secure PIN for your YubiKey. The PIN should be at
least 6 digits long.

Memorise your PIN well or write it down in a safe place.
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== Windows Security

Continue setup

Security Key PIN
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Step 4

You will now be prompted to tap on your security key.

To do this, briefly touch the symbol “on your YubiKey.

. . X
== Windows Security

Continue setup
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Touch your security key.

Cancel

Step 5

Finally, define a name for your YubiKey, which you can use to
identify the stick (e.g. to remove it if it is lost).

Confirm by clicking on "Next".

Security key X

Name your security key. This will help distinguish it from other keys.

| kmer a security key name

Cancel

Done! You have successfully set up your YubiKey.

If you have any problems with the setup, our IT support team will be happy to help you.
(0931) 31-8 50 50 | it-support@uni-wuerzburg.de
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